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Abstract

This paper presents a method for a robust motion data wa-
termarking mainly related to the human motion data. Our
method can deal with the motion represented by joint an-
gles or marker positions of an articulated link model. Mo-
tion data are usually supposed to undergo through consid-
erable signal processing, which makes it difficult for the
embedded watermark to survive adversary attacks. More-
over, the existing watermarking techniques lack the con-
sideration of a major problem like its disappearance in the
computer graphics (CG) animation.

Aiming to make the watermarking robust, we insert a
watermark into the original motion data in the frequency
domain, distributing it redundantly across different com-
ponents of the motion data structure. We also propose a
method of finding the watermark embedded in a set of mo-
tion data in order the copyright violation can be detected
not only in their original format but also in a CG anima-
tion sequence which is generated using the watermarked
motion data. Certain experimental results are presented for
various motion capture data to show that the proposed wa-
termarking method is imperceptible, while it is robust with
respect to various types of possible attacks.

1 Introduction

Thanks to the rapid progress in motion capture (MoCap)
technology [4], now is relatively easier to deal with this
type of data as a basic componentin a variety of digital me-
dia authoring. Furthermore, the necessity of watermarking
this data type, stems from their wide use in the recent com-
puter graphics (CG) related entertainment industry. The
motion data (hereafter referred as motion) constitute a dig-
ital form of input for the abstract information, concerning
everyday human activities, and provide the basis of a fur-
ther digital processing. As the motion acquisition process
including MoCap system requires an expensive setup and
considerable work, the protection of the copyrighted data
becomes an important issue.

We propose a method of robust motion watermarking!

In this paper, we use the term of robust watermarking in the mean-

with the aim of the copyright protection of the obtained
motion data. Watermarking is the process of slightly mod-
ifying the original data to hide into their structure a prede-
fined message related to the contents. We extend the scope
of this technique to motion data. Though in this paper we
have applied this method only to human motion data for
simplicity, it can easily be generalized to a broader scope.

The difficulties in motion watermarking is that motion
data usually undergoes through a considerable signal pro-
cessing, the latest including different free-form deforma-
tions, during the authoring process of multimedia contents.
There are few chances for the embedded watermark to sur-
vive adversary’s attacks. Moreover, the existing water-
marking techniques lack the consideration of a major prob-
lem like its disappearance in the rendered CG images.

2 Related Work

2.1 Watermarking

The watermarking techniques have received increasing at-
tention from both academic and industrial communities
since the late 1990s. Early research was mainly focused
on the techniques of so-called classical multimedia format
such as images, sounds, and movies. The scope of water-
marking has already spread over various types of digital
contents, including texts, line drawings, 3D shape models,
executable codes, and integrated circuits. This can be in
details observed in different watermarking related litera-
ture [7, 16].

Watermarking is the method of associating some addi-
tional information within the original digital contents. To
accomplishing this goal, there can be many ways includ-
ing different trivial methods as inserting a message in the
header of a digital file, etc. The advantage of watermarking
over other methods resides with its imperceptibility and in-
dependence with respect to data representation. Owing to
this property, watermarking has been used in such fields as
proof of ownership (copyright protection), owner identifi-

ing that the watermark is designed to survive the adversary’s removal
attempts, while some researchers refer such a watermark as a secure
one [7].
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cation, broadcast monitoring, transaction tracking, authen-
tication and device control.

Our watermarking method is designed for proving own-
ership of human motion data. To be effective on ownership
claims cases, the watermark must resist any possible at-
tempt by an adversary to eliminate it. Such watermarks are
referred to as robust watermarks, while fragile watermark
is designed to be lost through any modification process and
it mainly serves for proving the authentication of obtained
original data. In order to maximize its robustness against
different types of attacks, we adopt the scheme of informed
watermarking in which a detector requires access to the
original digital data [7], although blind watermarking ad-
vantage is that it can detect a watermark without gaining
access to the original data.

One of the most successful methods of robust informed
watermarking for digital signal is the spread spectrum ap-
proach proposed by Cox et al [6]. They inserted a set of
pre-defined random numbers w, which is regarded as a wa-
termark, to the perceptually significant parts of the original
data. The significance of the data is determined according
to the amplitude of the frequency component. The spread
spectrum approach has two characteristics that are impor-
tant to robust watermarking. First, the watermark embed-
ded into the low frequency components is difficult to re-
move without loss of data quality, since the coarse structure
of the data is often essential. Second, that fact that a wa-
termark can be dispersed over a large number of frequency
components provides robustness to such signal distortions
as band-pass filtering and additive random noise.

In the spread spectrum watermarking, the original data
M is first transformed into the frequency domain by dis-
crete cosine transformation (DCT). The largest coeflicients
except for DC component are then slightly modulated ac-
cording to the watermark. The partially modified data is
then transformed inversely to the original domain, which
yields a watermarked data M’. We can distribute M" se-
curely, while M and w must be kept secret in a safe place.
In the detection of the watermark, data which we suspect
to have been attacked, are demodulated to extract a possi-
ble watermark w’. The presence of watermark is claimed
based on the statistical correlation between w and w’.

We developed our watermarking system based on the
spread spectrum approach described above. The detail is
explained in Section 4.

2.2 Motion Data

Motion data are given as time series of the parameters
which describe the posture of human body represented in
an articulated link structure. Motion data can be acquired
in several ways. First, designers can create them manu-
ally or semi-automatically by using commercial tools for
motion editing. Another second alternative are the MoCap
systems which can be used to capture the motion of a real
actor, Third, some techniques such as dynamics simula-
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Figure 1: Overview of watermarking process

tion [19] or example-based motion synthesis [5, 18] can be
used to generate motion data when combined with the data
obtained with the other methods mentioned above.

One commonly used way of describing human motion
is angular representation, in which the lengths of links are
assumed to be fixed and the posture is defined by the 3D
angles of joints. Another representation is the time-series
of 3D positions. When the motion is captured from the im-
ages of an actor by tracking markers, a set of 3D positions
is obtained. Our algorithm of watermarking can deal with
both angle and position based motions. In this paper we
represent motion as a time-dependent posture

M) = {10, . ... gD} (1

where ¢;() are the time-series of either joint angles or
marker positions. We suppose ¢;(¢) are independent. n is
the number of the independent parameters.

3 Process Overview

The overview of our watermarking process is illustrated in
Figure 1.

Given an original motion data (or reference motion
data) M to which we want to insert a watermark, a seg-
mentation n and a watermark w are first generated from
M. Then the watermarked motion M’ is obtained by em-
bedding w to M. The overview of watermark embedding
process is as follows. The precise definitions of the sym-
bols are described in Section 4.



1. Watermark Generation:
w is generated using M to ensure that the watermark-
ing is irreversible without gaining access to M.

2. Motion Segmentation:
M is temporally divided into a set of partial motions
{M;} to increase resilience against partial deformation
attack. This segmentation is referred to as .

3. Frequency Decomposition:
Each 1D temporal data sequence m; in M; is decom-
posed to {f} in frequency domain.

4. Frequency Modulation:
w is embedded to the motion by modulating each {f}

to {f'}.

5. Frequency Composition:
{f’}1s transformed to a watermarked data sequence m;
by frequency composition. Then {m} are combined
into a watermarked motion M’

Once M’ is generated, it can be distributed securely,
while M, w and 7 must be kept secret in a separate and
safe place.

Given a suspected motion data M* which we suspect to
have been generated from M” without the author’s permis-
sion, the copyright violation can be detected by proving
the presence of watermark in M* as follows. The precise
definitions of the symbols are described in Section 5.

1. Registration:
M* is transformed to the location of M in spatiotem-
poral space.

2. Resampling:
M~ is resampled so that M* and M’ has a one-to-one
correspondence in the overlapping region.

3. Motion Segmentation:
M~ is temporally divided into partial motions {M;}
according to 7.

4. Frequency Decomposition:
Each 1D temporal data sequence m; in M; is decom-
posed to {f*} in frequency domain.

5. Frequency Demodulation:
A possible watermark w* is extracted by demodulat-

ing {f*} using {f}.

6. Watermark Detection:
The ownership of M* is claimed by proving the simi-
larity between w and w*,

In our current implementation, we used well-known dis-
crete cosine transformation (DCT) for the method of fre-
quency composition and decomposition required in above
watermarking process.

4 Embedding Watermarks

Watermark Generation

A mark vector w = {wy,...,wy,} is generated by repeat-
edly sampling a Gaussian distribution N(0, 1). We used the
Mersenne Twister method [13] as pseudo-random number
generator (PRNG) in our current implementation. In order
to prevent false ownership claiming mentioned by Craver
et al. [8], a seed passed to the PRNG is generated from
the original data M so that the watermarking process is ir-
reversible without gaining access to M. We passed M to
a cryptographic hash function SHA-1 [17] to generate the
seed.

Adelsbach et al. [1] mentioned that most of proposed
irreversible methods, including Craver’s scheme we used,
do not come with a satisfactory proof of security. If fur-
ther security is needed, the protocol proposed by Li and
Chang [12] can be used to generate a watermark, although
it requires a secret key to initialize a cryptographically se-
cure pseudo-random number generator (CSPRNG).

Motion Segmentation

The motion data is a set of values defined in both spatial
and temporal space, there are two approaches to embed-
ding watermark to a given motion data set.

A spatial watermarking embeds a mark to each pos-
ture frame, that is, each posture in the motion segment.
A single frame in a motion data is a graph structure with
known topology in 3D space. Regarded the posture frame
as a 3D mesh, theoretically, we can achieve motion water-
marking by applying the existing method of mesh water-
marking [14] to each posture in the motion. In practice,
however, this scheme is mostly infeasible for several rea-
sons. First, the number of joint position data in one frame
is too small for imperceptible watermarking. Moreover,
per-frame modification of postures degrades the temporal
smoothness to which human visual system is known to be
sensitive.

Accordingly, we adopt a temporal watermarking in
which a mark is embedded independently into each time
series g;. This is based on the following observations.
First the trajectory of ¢;(¢) in spatial domain forms a con-
tinuous curve (Figure 2), and some trajectories are likely
unaffected when the body form is partially altered. Sec-
ond, the number of frames in a single motion is often more
than 1000, which is sufficient to apply frequency analysis.
We deal with each free parameter of each joint g; indepen-
dently, in aiming to increase the resilience against modifi-
cation such as body form alternation.

Before embedding watermark, the original motion M
is temporally divided into partial motions {M;} to ensure
that the embedded watermark can be extracted even when
a part of the marked motion is removed or replaced with
other partial motion data. This temporal segmentation x



Figure 2: A trajectory of a joint in 3D space

is designed in such a way that watermark remains inside
the motion data even after the attacker’s modification. We
propose three approaches:

e Feature-based segmentation of body motion: The
motion M is temporally divided according to the fea-
ture or semantics of the action. The consequent seg-
mentation is represented as segmentation in temporal
space. This can be carried out either manually or au-
tomatically [2].

e Feature-based segmentation of joint motion: The
motion of each joint ¢; is temporally divided accord-
ing to the feature of the trajectory in 3D space. The
number and position of consequent segments may dif-
fer for each joint.

e Equally-spaced segmentation: The motion M is
equally divided into the segments with constant
length N;.

The number of frames in a frame must be larger than a
minimum number that is required for reliable frequency
analysis. For simplicity, in our experiments we used the
equally-spaced segmentation with N; = 500.

Frequency Modulation

Choose the m most significant components in {f;} except
for DC component in the frequency domain, according to
their amplitudes. They are marked as {f;}. Then, the water-
mark vector w is inserted into the motion data by slightly
altering f; according to w; as

fr=0+ewf; 2

where € is a parameter which controls the intensity of wa-
termarking.

5 Extracting Watermarks

Registration

Given a suspected motion data set M*, a possible embed-
ded watermark w* is extracted through the inverse opera-
tion of equation (2). Before the extraction, two motion data
sets M and M* have to be placed at the same position with
respect to their parameter space.

5.1 Spatiotemporal Registration

When motion data is used to generate digital contents re-
lated to computer graphics animations, the suspected mo-
tion data is supposed to be obtained in a form which is the
same as the original. In this scenario, what we have to do is
bring the suspected motion data back to the same position
of the original in the spatiotemporal space.

As mentioned in Section 4, the trajectory of a joint posi-
tion in the motion data forms a continuous curve. Since the
temporal changes of a motion data do not affect the shape
of the trajectory, the registration process comes down to
the estimation of similarity transformation in 3D space, by
assuming that changes in the temporal space can be repre-
sented as a uniform scaling.

The similarity transformation 7y is composed of seven
parameters (uniform scaling s, 3D rotation R, and 3D
translation t). Then the relationship between an original
motion M and the transformed motion M’ is as follows.

M = sRM +t 3)

The estimation of similarity transformation is a well-
studied problem in the field of computer vision. Given a
reasonably good initial estimation, the seven parameters
can be retrieved simultaneously, for example, by the iter-
ative closest point (ICP) method [3]. We have extended
the original ICP method so that it can recover the uniform
scaling, as well as rotation and translation, based on the
closed-form solution proposed by Horn [10].

Given a suspected motion M* and the original motion
M, we try to estimate the transformation T that brings M;
to the spatiotemporal position of M*. Suppose the mod-
ification of M’ is mostly caused by changes of different
parameters constituting the human body, then some of the
partial motions M; are likely fit to the corresponding partial
motion of M*. Thus, Tj. are candidates of the transforma-
tion T wished to be estimated. Based on this observation,
once T§ is obtained, the whole original motion M is first
transformed by T!. Then, the registration error e; between
M* and T{(M) is then calculated as

et = 3, > elai0 - i) @

where ¢;(r) and Ti(gi(1)) denote the position of joints in M*
and Ti(M) respectively. p is one of the M-estimators [9]



that represent functions designed to reject outliers aiming
stable statistical analysis. In our case, p decreases the in-
fluence of the joints poorly registered. We used an M-
estimator based on the Tukey’s biweight function

plx) = {

where c is the parameter that con-
trols the rate of outliers. The
proper value of ¢ depends on the
scale of the motion data to be pro-
cessed. After the estimation of
Tf. for all partial motion M;, we
adopt a transformation whose er-
ror ¢ is minimum as the appropri-
ate transformation 7.

Note that the registration process must be performed be-
tween the suspected motion M* and the original motion
data M. We have to use M as a target motion to which M*
is transformed, since M’ has already the watermark em-
bedded.

CU-(1-5) it x<ec
¢ otherwise

e |

®)

o

Tukey’s function

5.2 Projective-Temporal Registration

When the watermarked motion has already been used to
synthesize a CG character animation, it is desirable for a
detector to extract a watermark only from the 2D image
sequence (i.e. movie). We tackle this problem by recon-
structing the motion which was used to synthesize the im-
ages, by fitting the original motion that has not been water-
marked yet.

The process of CG animation synthesis using the water-
marked data can be summarized as follows.

1. The watermarked motion M* is attached to the char-
acter that acts in the movie,

2. the scale and position of the motion is changed into
the scene by similarity transformation 7°*,

3. a character figure and other decorations are attached
to the motion,

4. finally the character is rendered into an image se-
quence by projective transformation 77 onto the ren-
dered scene.

For simplicity, we assume that the articulated motion M*
in the image sequence has been extracted in the same link
structure order as that of M, either manually or automat-
ically by existing motion tracking methods, for instance,
particle filtering [11].

In order to retrieve M* from the image sequence, we
must perform the transformation of the images in a reverse
order. Generally, this problem has no unique solution with-
out some additional constraints, since the projective trans-
formation 77 is irreversible. In our case, the original mo-
tion M can be used as the reference motion that needs to

original motion data

original joint positiop

reconstructed joint position

rendering sCreen

articulated motion data on a plane

estimated camera center \/

Figure 3: Reconstruction of a motion in 3D space from a
2D image sequence.

be reconstructed. Thus the above ill-posed reconstruction
problem can be regarded as the fitting of 2D motion data
into 3D motion data in the projective space.

The transformation from M* to M' can be represented
by nine parameters consisting of focal length f, camera
center u, v, rotation R and translation t as

M' =P (RM* +1), (6)

where Py, , is the operator of projective transformation.
The scaling parameter s in similarity transformation is
eliminated due to the ambiguity in projective transforma-
tion.

The estimation of joint projective and similarity trans-
formation can be solved through the minimization of the
objective function derived from equation (6). To the best of
our knowledge, there is no linear method to solve this prob-
lem. Hence, we formulate the objective function and min-
imize it through a nonlinear minimization method, such as
Levenberg-Marquardt [15].

Similar to the case of similarity transformation, we esti-
mate the whole transformation by finding a consensus be-
tween the transformations estimated using partial motions.
First we divide the motion M into partial motions M; ac-
cording to m, and then calculate registration error e[p be-
tween transformed M and M. Finally the best transforma-
tion with minimum error ef is chosen as the transformation
from M to M'. Again, M must be registered with M, not
M.

Once T? has been estimated, M* is generated from M.
Since the projective transformation is irreversible, M* can-
not be reconstructed uniquely from M". Instead, we re-
construct M* from M" by fitting M* to M through a least
square minimization of the Euclid distances between joint
positions, considering the constraint of equation (6). This
process is illustrated in Figure 3.

Resampling

Once the spatiotemporal position of the suspected motion
data is registered to that of the original motion data, the



Figure 4: Resampling of motion data

data is resampled so that M* and M’ has a one-to-one cor-
respondence in the overlapping region. First, we inter-
polate the suspected motion by cubic spline interpolation.
Then, the closest point to every sample points in M on the
spline curve are resampled, resulting in the resampled sus-
pected motion (Figure 4).

Watermark Detection

Given a suspected motion data M*, we can extract a pos-
sible existing watermark {w} by first converting this data
into the frequency domain and inversing the operation de-
fined in equation (2). While the extracted watermark {w7}
may not be the same as the watermark {w;} originally
embedded to M, the existence of watermark can be de-
tected by statistically testing the similarity between {w;}
and {w7} [6]. We use a linear correlation coeflicient as the
metric of the similarity,

Xty (wi = wi)(wj = wy)

r =
SR 0 S v

(7

where w; and W] are the mean of w and w" respectively.
Similar to the detection process in the mesh watermark-
ing method proposed by Praun et al [14] we discard the
watermark w; whose absolute value exceeds a pre-defined
threshold wy,.sn as outliers.

When watermarking is used to prove ownership claims,
the system should be designed to minimize the probabil-
ity of a false positive detection, that is, the probability that
the system detects a watermark from the data which are
not watermarked. The false positive probability can be
calculated from the correlation coefficient » by Fischer’s
z-transformation [15]. When {w;} and {w;} are randomly
sampled from a normal distribution N(0, 1), it is known

that
1+r

1
7= Eln( ) (8)

1-r

Table 1: Probabilities of false positive detection. The shad-
owed cells correspond the cases that the watermark could
not be detected properly.

Attack [walk  |run

[dance |boxing |

. No attack 0 0 0 0

. Noise 1% 1071 [10°™ [1072F [1072

. Noise 2% 10° [10% [10° —

. Smooth 1077 |10 [10°5 |10-

. Downsample 1/8 [[1077T [10™® [102 [107*
Downsample 1/32|[1072 |10 [1073 [1072

A
B
C
D
E
F
G. Double watermark[[10° 5 [10° [10°B [10°
H. Triple watermark [[10~7 [10® [107™° [10™
L
J.
K
L.
M
N
(0]
P.

Modify 50% 10 105 |10 |10°2
Modify 90% 1072 (1072 [107% |10
. Similarity trans. |0 107320 |0 0
Projective trans. |[1071® [10°T® [107%* [10713

. CG rendering 1072 - 1073 -
. D+H 10° [10° [10° [10°°
.B+E 107 107 [107® [1072

B+E+K 102 [107 [10° [10°7

Q. B+K+L 107 [ioT 0 it

is approximately distributed as N(O, \/%). Accordingly,
the probability of false-positive detection can be calculated

by
Vm =3
Py = en Y023 \’75 ) ©)
where 5 .
err(x) = 75]; e dt. (10)
6 Results

We have implemented the algorithm described above on
a standard IBM-compatible PC equipped with Pentium4
3.4GHz and 1GB memory. The motion data used in our
experiments are captured by MoCap measurements. Each
motion data is a sequence of 1024 posture frames com-
posed of 31 joints. Three of the motion data sets, “walk”,
“run” and “dance”, are represented by 3D positions of the
joints, while the other, “boxing”, is given in angular repre-
sentation.

In the following experiments, the length of a watermark
vector w is set to be 50. The scale € of watermark embed-
ding is set to be 0.001. The threshold wy,.., for watermark
detection is set to be 3.

6.1 Resilience

Table 1 shows the result of watermark detection in the pres-
ence of various adversary attacks. The figures in the table
show the probability of false-positive detection. That is to



(i) projective transformation

(j) registered (h) (k) reconstruction from (i) (1) reconstruction from (c)+(h)+(i)

Figure 5: Motion data used in our experiments. The original and watermarked motion data are shown in (a) and (b) re-
spectively. We simulated various attacks to (b), which are presented in (c)-(h). The figures (j), (k) and (1) are the results of
registration proposed in Section 5.



say, when the probability is small, the embedded water-
mark is likely present in the motion data. As shown in the
first row in Table 1, the false-positive probability is equal
to 0 when the extracted watermark is exactly the same as
that embedded to the original motion.

Random Noise: In Table 1, the rows B-C show the re-
silience of the watermark under additive random noise. We
added random noise to each joint parameter with three dif-
ference amplitudes. The percentage in the table is the ratio
of the noise to the joint parameters. The disturbed mo-
tion is shown in Figure 5 (c). Since our algorithm is based
on spread spectrum watermarking, and human motion con-
sists mostly of low frequency components, our watermark-
ing method is robust to such high frequency disturbance as
additive noise.

Smoothing and Downsampling: The row D shows the
resilience against temporal smoothing. We replaces each
joint parameter in motion data with the mean value of 20
adjacent parameters in the temporal domain.

The rows E-F also show the resilience against tempo-
ral smoothing. But in this experiments, the motion data is
first downsampled in the temporal domain, then interpo-
lated by cubic spline interpolation, and finally resampled
at the same rate as that of the original motion data. We
performed this experiment at two different downsampling
ratio as shown in the table.

Although the attacked motion data sets in this experi-
ments do not resemble the original motion any more due
to the large scale modification (Figure 5 (d) and (e)), the
embedded watermarks were successfully detected.

Watermark Overwriting: Technically speaking, what
the spread spectrum watermarking does is modulate the
frequency components of motion data. Accordingly, the
disturbance of the modulated frequency components af-
fects the probability of the watermark detection. Such at-
tack can be achieved by applying another watermark to the
motion data by the same embedding algorithm (Figure 5
).

The rows G-H show the result of watermark detection in
the presence of 2nd and 3rd watermarks which have no re-
lation with the original watermark. As shown in the table,
the detection rate tends to decrease with the increase of the
number of watermarking.

Body Form Modification: The rows I-J show the water-
mark resilience against the modification of the parameters
constituting the human body. This process is referred to as
retargeting in the field of motion data processing. We sim-
ulated the retargeting process by randomly changing the
length of links in an articulated structure. Observing the
detailed process of watermark detection, most of the wa-

Table 2: Timing (in seconds) for insertion and extraction of
watermark. In the first column, “3D-3D reg.” and “2D-2D
reg.” indicate respectively spatiotemporal and projective-
temporal registration.

[Process lwalk [run  [dance [boxing |
Embedding 0.1 0.1 0.1 0.1
3D-3D reg. 2.2 3.0 2.3 33
2D-2D reg. 8.0 10.2  16.8 8.7
Extraction & Detection||0.3 0.3 0.3 0.3

termarks extracted from the joints on the modified links
were discarded as outliers (Figure 5 (g)).

Transformation: The row K shows demonstrates the re-
silience of the watermark under the attack of similarity
transformation. We simulated the attack by randomly de-
termining seven parameters in the transformation and ap-
plied the transformation to watermarked motion data (Fig-
ure 5 (h)). In the watermark detection process, we first es-
timate the transformation by the method described in Sec-
tion 5.1 (Figure 5 (j)).

The watermark detection from CG animations is demon-
strated in the rows L-M. We simulated this attack as fol-
lows. First, a watermarked motion data is attached to a CG
character by the Curious Labs Posed software. In the ex-
periment shown in the row L, the character is an articulated
links as illustrated in Figure 5 (i). On the other hand, in the
experiment presented in the row M, a fully skinned human
body is attached to the motion data. The character is then
properly placed in a scene, and rendered into a CG anima-
tion. In order to extract the watermark from the animation,
we first manually specified the articulated link structure of
the character in the rendered scene, at every frame of the
animation. Using the extracted motion data in the rendered
scene, a motion data in the same form as the original mo-
tion is generated by the registration process described in
Section 5.2 (Figure 5 (k)). As shown in Table 1, some of
the results indicate that the watermark could not detected
appropriately. This is mainly because of wrong extraction
of articulated link structures in the rendered scenes.

Combination: The resilience of the watermark against
the combination of above-mentioned attacks is demon-
strated in the rows N-Q (Figure 5 (1)).

6.2 Timing

Table 2 shows the typical running times for various oper-
ations in our watermarking process. Note that our current
implementation is not optimized for execution time.



7 Conclusion

In this paper, we have proposed a method of robust, in-
formed watermarking for the motion data of those re-
lated to human motion. In order to achieve the robustness
against both ordinary signal processing and adversary at-
tacks, we extended spread spectrum watermarking to mo-
tion data. We also proposed the methods for comparing a
suspected motion data with the original. Our method al-
lows the detector to extract watermark from a CG anima-
tion that may be generated using the original motion data,
as well as the ordinary motion data in the same form as that
of the original.

As mentioned in Section 1, the major difficulties in mo-
tion watermarking comes from the flexibility of the data
modification, including different free-form deformations,
during the authoring process of multimedia contents. We
tackled this problem by temporal partitioning of motion
data, but the watermark detection fails in some cases when
the watermarked motion data undergo a radical modifica-
tion, as presented on shadowed cells in Table 1. Even in
these cases, the probability of the detection can be im-
proved by applying a strong watermark. However, the fi-
delity of the watermarked motion data tends to degrade.
Basically, this is a fundamental trade-off relationship in
watermarking problem. It may be improved by taking into
account the human perception mechanism and semantics
of the motion, which remains as future work.
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